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Cyber insurance 

Possibilities and limits of cyber risks 
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1. WHAT ARE CYBER RISKS AND POTENTIAL DAMAGES?  

1.1 Introduction  

“Cyber risks” and “cyber crime” are key words which are no longer solely characterizing the aware-

ness resulting from media reports. Also the insurance industry and the policy holding companies are 

dealing with cyber risks in detail. The risk awareness also reflects the question concerning custom-

ized insurance cover. The following article provides an overview of the structure of common cyber 

policies and explains significant elements and exclusions.  

1.2  Overview of cyber risks  

Cyber risks are complex risks. The term of cyber risks is not clearly defined. The focus is on targeted 

attacks on data or IT systems by use of information and communication technology (“hacker at-

tacks”). However, risks of data loss also can be caused e.g. by negligent conduct of own employees. 

Furthermore, technical risks and organizational risks may constitute cyber risks. In particular, cyber 

risks are defined as  

 data losses 

 violations of data protection  

 hacker attacks  

 spying out of data/ business secrets  

 infringement of intellectual property rights  

 business interruption due to IT failures  
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 blackmailing by hackers  

1.3  Possible loss scenarios   

First and foremost cyber risks cause financial losses. According to recent studies the damage 

worldwide caused by cyber crime comes up to 330 billion EUR a year. In no other country the dam-

age – measured by the economic performance - shall be as high as in Germany being 1.6 percent of 

the gross domestic product (“GDP”).1 

Damages for the companies concerned are e.g. loss of own relevant data – perhaps due to targeted 

theft of product or development information.  

Companies regularly have comprehensive data of third parties, in particular, customer data. Per-

sonal data of third parties is subject to data protection requirements. If the data of third parties to 

be protected become public serious reputational damages threaten.  

System failures cause substantial damages, particularly as the companys' system dependency in-

creases (constant availability of information, products or services). By outsourcing companies are 

dependent on foreign structures. If a system failure occurs to a service provider this may affect the 

client’s production or distribution.  

2.  WHAT ARE THE BENEFITS OF CYBER INSURANCES? 

2.1 Overview: What does the market offer? 

In the meantime, approx. 15 insurers offer cyber insurances in the German market. There is no as-

sociation recommendation on cyber wordings on the part of insurers. Policies are often made up by 

modules/ components. The cyber policies offered are partially on a comparable level but vary fun-

damentally. From the policy holder’s point of view and its advising broker the difficulty is that the 

terms and conditions appear to be complex and hardly comparable. Claims experiences in the area 

of cover are missing mostly. 

 
1 cf. Study of Centers for Strategic and International Studies (CSIS), downloaded on 16 June 2014 at 

http://csis.org/files/attachments/140609_rp_economic_impact_cybercrime_report.pdf. 
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2.2 Typical performance elements of cyber policies  

Cyber policies have typical performance elements. The performance elements characterize the pol-

icies. The clauses regulate the performance elements differently e.g. regarding the definition of an 

insured event. Consequently, an effective insurance cover requires an individual risk assessment. 

Common cyber conditions essentially have the following service elements:  

 First party cover  

 Liability cover (“third party insurance”)  

 Further performance elements (e.g. crisis management) 

2.2.1 First party cover  

Losses caused by cyber risks may occur to the assets of the insured company itself (“first party 

loss”). The first party cover of cyber policies applies as an essential performance element.  

Example 1: A hacker steals development information of a company’s next innovative product gen-

eration. Immediately prior to the intended market launch, the company discovers that a competitor 

places an identical product on the market.  

Example 2: A hacker has access to internal data concerning the board’s traveling expenses or the 

company’s business strategy and blackmails the company. The company pays ransom in order to 

prevent a publication of the information.  

The Insurer compensates the policy holder’s first party losses e.g. by:  

 costs for removing the damage, costs for recovering the data or the technical availability of 

IT systems  

 business interruption losses 

 information costs towards data owners for the loss of personal data 

 ransom payments to hackers in case of blackmails after data loss  
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Loss positions with significant practical relevance are business interruption losses. In practice, this 

loss position is often the greatest part of a loss. Business interruptions can quickly reach existence-

threatening scopes for companies – as in the case of a retailer/ online-retailer who cannot operate 

its distribution after a hacker attack for days. But also producing companies or service companies 

may, e.g. in case of IT system failures caused by a cyber-incident, come under existential economic 

pressure. A problem of considerable relevance concerning business interruption losses in the con-

text of settlement practice is - not only in the area of the cyber insurance – the proof of loss by the 

policy holder towards the insurer. Partially, cyber conditions regulate calculation methods of busi-

ness interruption losses and provide, in individual cases, an eased burden of proof for policy hold-

ers.  

Information costs are another position of the first party cover. In the event of personal data loss, 

companies are obligated to inform not only the competent authority but also all people concerned, 

according to section 42 a Federal Data Protection Act (“Bundesdatenschutzgesetz“). Current cases 

are known from media in which hackers gained access to data sets of million people concerned. In-

formation costs affecting the company may be correspondently high. The draft of the EU’s pro-

posed General Data Protection Regulation also includes information obligations and enhanced sanc-

tions as opposed to the national law in case of missing or insufficient information.  

2.2.2 Liability cover  

Damages caused by cyber risks may also occur to assets of third parties (“third party damages”). 

Liability cover is the second essential performance element of cyber policies. The liability cover aims 

at cases in which an insured company causes a financial loss due to a cyber-incident and the third 

party consequently claims for compensation.  

Example: An online retailer becomes the victim of a hacker attack. Hackers gain access to millions of 

credit card data of the company’s customers. Using the stolen credit card information hackers, or 

other persons who bought the data from hackers, make turnovers by retailers or withdraw cash. If a 

data leakage occurred to the online retailer, the damaged credit card owners, credit card institutes 

and retailers may claim for damages against the online retailer.  
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2.2.3 Further performance elements  

In particular, the loss of personal data of customers or business partners bears the risk of serious 

reputational damages for companies. Crisis management necessary for damage limitation, such as 

the press communication, regularly cannot be operated to the required extent by the companies 

concerned. Therefore, cyber policies can provide, as additional components, support services e.g. 

by experts like PR specialists, lawyers, IT forensic experts for data recovery or by providing addition-

al server capacity. 

2.3 Limits of cover and exclusions 

Cyber insurances do not provide all risks cover, but insurance cover against named individual risks/ 

perils. 

2.3.1 Insured events and risks insured – primary risk limitations  

Risk limitations based on the so-called primary risk limitation mainly contain the definition of the 

insured event in cyber insurance wordings.  

In case the insurer only covers e.g. damages caused by “targeted attacks by third parties” it appears 

to be problematic if the insurance also covers damages  

 resulting from malware e.g. due to viruses which are not only used in a targeted manner 

against the insured company but especially shall contaminate an indefinite number of sys-

tems or  

 which are based on (negligent) misconduct by own employees – whereby the question may 

arise if an employee is a “third party” according to the wordings.  

Cyber wordings regularly contain several definitions of insured events (for first party loss part, liabil-

ity part or e.g. business interruption cover). In addition there are different definitions of insured 

risks or damages. This makes the conditions complex and may complicate a comparison of the 

wordings.  
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2.3.2 Exclusions – secondary risk limitations 

Cyber wordings further restrict the scope of cover at the level of the so-called secondary risk limita-

tion by means of exclusions.  

Cyber policies may contain e.g. exclusions for programming errors so there is no insurance cover if 

development errors of a program occur and consequently cause a system failure while using the 

program. Also regularly excluded are losses resulting from the fact that programs are not up to 

date. In practice, this exclusion therefore requires that policy holders use up to date security soft-

ware (firewall, anti-virus software) and close recognized security gaps in used programs via “patch-

es”.  

Cyber conditions may contain exclusions of intentional or grossly negligent behavior. In this context, 

it is important whose behavior harming insurance cover according to the wordings. From the in-

sured company’s point of view it is important that the group of persons whose intentional behavior 

(“date theft”) should be co-insured, is clearly defined and not restricted by a far reaching exclusion 

of intentional conduct.  

3. CYBER POLICIES AND “CLASSICAL“ COVER  

3.1 Partial insurance cover through other insurance contracts 

Existing insurance contracts and coverage concepts may cover specific cyber risks and in this regard 

offer partial insurance cover against cyber risks.  

Example 1: A cyber incident leads to property damage to an item serving the operation of the in-

sured company. This leads to a business interruption. In this case insurance cover is provided under 

the company’s conventional business interruption insurance because an insured property damage 

occurred and caused the business interruption loss as a consequential damage. 

Example 2: A dissatisfied employee has targeted access to the company’s network and publishes 

sensitive company data. The resulting financial damage occurred to the company can be covered by 

the company’s fidelity insurance. The fidelity insurance covers financial damages based on inten-

tional unlawful acts by employees (“confidants”).  
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3.2 Risk of coverage gaps  

Classical coverage concepts do not offer a comprehensive insurance cover against relevant cyber 

risks. Relevant losses caused by cyber risks fall under exclusions of traditional coverage such as the 

exclusion of consequential losses. 

Cyber policies do not offer “all-encompassing” coverage. The scope of insurance cover has to be 

analyzed in order to prevent coverage gaps. In individual cases it may be economically sensible to 

extend existing insurance cover with respect to cyber risks when considering the risk management. 

Coherent coverage solutions of cyber risks require a harmonization of cyber policies and existing 

insurance contracts. In that context, subsidiary clauses require special attention to clarify which in-

surance cover is effective or takes priority and to prevent multiple insurance.  

4. CONCLUSION 

Cyber risks and possible loss scenarios are complex. With the companies’ dependency on function-

ing information systems and on growing data-quantity the risk of first party- or third party losses 

also increases.  

Companies feel exposed to increasing requirements of data protection, data security and compli-

ance. Individual risk situations concerning cyber risks should be analyzed by companies. Customized 

insurance cover requires a detailed analysis of the risks and of the services offered by the insurers. 

Particularly, the scope of the existing or intended insurance cover and the exclusions needs to be 

reviewed.  
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